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(2) 

/ 

IW*Jg 1 ] 2^±cDB£-^fb&*T/u-xf y XASrja^- 

i*-*Hb s ttfc v 7 h * si t tt strEHt -^bic/fl v ^ 

yu^y xjxicxoxmmy? bt^Tzm^it-tzyy 

tftlBy^ b c^rflf^ba&au*, vg-^ikyybt^TZ 
%.!&-tz>k bi>ic~ commit yy ht^rb 2£i±<om w 
^r^^v x^m&^mm&mmyy vv^rmmt 

mzyy b >>7atftteitt, BftES^TvusryxAco 
a-fr^ffiaics-s^-c g #co^-r zm^-itr ju=r y x 

Sr-^tf y 7 h ^TH£-*Hb - Ifttfe 

[fB*«2] tutsy^ h^rlfl^r^H ml 
ES#r =/ y ott-g-iarffira <t umbtvu =f y Xi, m 
tt-tzmmmtx-wim^ityy n ^rom-^Hbi-s 
t&M%^t?M$:m i e$ccd yyb v^rm^t • 20 

[M*S3] y^ h*x7*«ttt5y7 h-^rif 

=f y xa -cut *<b-r 5 ut^t:*fir^a t , 
m^ikMft^&frhmtjZfLft^fcyy bV^T%m 

il, lltfEiliR^fkttiJ: 9 5aW*tbfc2J^±OiS*ryu^ 
y XA^*S-&|i|HffS:E«^-6«$'&JeffE«^a«r^rU-C 

^«3lSfficoy7 b ^^.rm^rit^^T^o 

&-emms&£tiit 2 £i±<Dm&Tsu=t y XA-cBf^b 
« 3 Effigy 7 b^^r^itmSio 




#d!¥8 - 2 8 6 9 0 4 

2 

$kxmyif&&£titz 2 ^Jic^^r/u^ y x^-cBt-sHb 
T%3mffi.<oyy h^icrBt^baSBo 

B9Er/p=f y XA»«^s(cffl«stbfca*T^=fy x 
A«o*30»e>y7 h^^r<o«#(^Bte»^o2W±o 

wmmtR^mc & k> s ^fc 2 j^±<z>s#t a-=* y x 

^oje^JWff SrE«-r-5tt^J»gffE«^« ^ . 

y^h^^r^r, 2liR^I-J:oXil$R^^tbfc2^ 
jioK*r/u=ry x^-cffl^b-rsffl^bH^ifei:** 

[M*S8] «rEr^=fyx^is«^«, 2£x±co 

W $ tbfcE»JSC»: K«» $ tufc t co X & 5 Wsfc 
^7IE1^77 h ?i7at^fA. 
[M*fi 9 ] mJET/u^ y X AODjfrg-tirttf a^HSf «T 
mxhv, r^r/u^y XA©ffl^««j±i0«g<o2^ 

Jicog^Tyw^y XAcoffl^^ii:(iJ:orBS^b$tL- 

^l^^^ti^c^^i|#®<t-r5fi*«iEiffioy7 

[0 0 0 1] 

iftm&mir&ffltiftm sib 

»itw*fctt^o ^7^*0-7*-^ ^Bf^bi-SK 
ts, fe«to5B»^bs^fc^tbp>o^-^s:t6-g--fb"rsa 

[0002] 

.[t£*a>i«ff] V7 h^^rroaLiiJBffit it, 

f<KUT7P 7t'-f>f^^ CD-ROM«0^(/) 
Mt«c(c»#3b-C«3Ei-5*^, fltrEf*-.^«:Bf^bb 
TiiWlHlitftSrai a.— ^-(cia«i-s*a**s«ffl * 

[0003] co«t5/j:«6*<7>Bf^b*S:T?*i, i§ifc# 

y XA-eBt-n-ibur^— - *f-tc$§#tu ^-if-^c^t 

[0 0 0 4] UA»b**se>, ^.-if— {RlJlCfe^Bl 1 ^^ 
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[0 0 0 5] 

a s 4sja«K^— v^a <yy£tiz$fmz.M8 it, at 
[ooo 6] *56K(i. yy h^xr^afW^B 

mntctx. tf a^ ^- * yu £rffl^# * 5 r <t , \ b * & * 

*«:«*Ltl^. 

[0007] — yy h!>xri^bM (y7 h * 
^ r Bf *{bas«t) -eft w o 2 j&l jKOBt#<bS*r ^ y 

V7 h^aiTBff^bKttttflff^by^ h^^rti: tic 
Bf-sHkLfcTvwy XAOiia^:«f»S:y7 b^^rm 

[ooos] y7h^7i^n:ii fltrias#T^=* 
y xj^ft-g-ttw «ks^t g grtovkm-r ^m-^r/u 
^yxi,^ii^bTiiiEu&^by^ h^r^m-sHM- 

[0 0 0 9] flftreUfc^SICjS^-C, y^h^^TflPf 

^basK*cA**nsi:, ttSc<or^=fyxAo»-gHt 

(fc£x.tfA i*3J;tfA3) \z £oTB£ ^ 
^«t5ICPt-Wfc*tlty7h*xrfj:, CD-ROMfo 
Sv^iiiWlEljtftSriil-CSfEiiStu-Ca-— If— Kg<„ ;x 

-if — w: g #i5«^rs«^-3SBic*3 v ^ y 

»«tffl^fci*#(oja-a-*«fa tetttfAi | | a 
3) tcg^T^Rt-^yy h^xr&attSo w 
oom^tta^Bf^y y h 4: £ tjci^-asflst? 

jx — if —co t> £ (c^iJ^"^"6 J: 9 tc Ut t> J: fcsv* 
ttS'Jjffitfls:^fettB|^u/j:^«rta TKj £ <t td^-lf 

MITrBU^ryu^y X^^^^rBt^bUTt J: 

[0 0 10] C^ct^-ttiH fcirxJ^fl* vnm^f 

tt5o ^<D~tn, tckx-&M*<D^&T/i'=fy xa 
Xi,(Da^f4^^^cfcc9^5fc^, w^ft-g^MrO 

fciLtt, y7h^x7^-v 5 3 y7y7 p [cJ;ot 
$ fcKTvu^y x^o^fbv^ji^it-eyy h^r^Bg 




(3) M?8-2 8 6 9 0 4 

[ooii] u;^ot, rcoBt^byy 
#> tc/ n * y $ — mg^T =r y x a ^ a 

[0012] 

[#Woj«jfi<07gffi] EAT, HffiKg^T, 

^7^=fyxA$r^«j:^ato yyh* 

/0 x7l§iM (y7h!>x7B|MSf) T(4rc02 

XAtitLfc, ^it, yy h^TBg^fb^fif* 
-*Hkyy btr^Tkt t^Bf^bLfcS^r/u^y xa 

©ft*t*«S:y7h>x7a^li (y7h^x7t 

[0013] y y h ^^TtS^Stt, S6ES*r/u^ 
=^y XA^ii^LTMlBfif^byy bV^r&w.^ikT 
20 [0014] ^tucty yy b^^rm^fcrnm^ 

XltfA l*5«fctfA3) CctotWj^n^o r.COct 9 

^Bf^kSttfcy y h^^rii, cd-rom*>-5vm4 
ii«iHiiiatjaDr«tastt"C3-— if— ics< 0 tf- 
n g stB^basaic *5 v >r c out y7h 

-vm^itm^om^mn (fc^tfAi i |A3) 

.-^ftafiB^kyy h v^Tk k ticra— ssEftc-c^-— if 

[0 0 15] |2^J:0il 3 14, *«M©HlfiWltf& 

^y7h BS-8-^afiB^^— k v^-t mf&i:^ it 

^5. =iytv-^^ (bdy) \cn I C^7— o 

y h (ICR) t7D 7t'-T^^ K^>f X (FD) 
— ^^c^ (BDY) iCfS^A (MDM) ^^if^©^ 

rtjKsnrfcip, mm^tz^mmmn^mcx^k'T 

[0 0 16] ayifa-^** (BDY) (CttA^KB 
^Ut=¥ — (KEY) tsXXf^"}* (MOU) 3ftS 

»«lStfC^5 0 *fc3>tf3L-^*ff (BDY) Cite 
ffi^aSBt ItT^f^XK (CRT) *5j:tf:/y 

(PRN) 3&St6)RStb"CV>5 0 

[0 0 17] ^yfa-^ft (BDY) (Cte^blC^ 
WIEtBKfii: tt^f^f^^ K7-fXSSB (MOD) a* 
JSJHESixTV^S. ^fca^tfa — (BDY) f*HC 

50 [ 0 0 1 8 ] D2lCioV^r. BUSIi^tfc!?, SBJffll 



-3- 




5 

[0 0 19] V7 n?irjMt^t Ltli7Pye- 

[0 0 2 0] I C R(2 I CX? — K y — yx*&> *9 „ JEI 
DA^icoPCMC I A#— KSr3S*-j"5Ci:dS*5Jffi"C 

Al, A2, A3 - • • • Anfi^CO I CX7 — KKltMfl 

Sr^JEL-Ct <t^o -^JWflOSfc I CX7- KrtlctMftS 
ti%T/u=f y xj*<omm* fcfirtS£H#r"0# 6 J: 5 f 

[0 0 2 1] MODfi»^^^ii-e$)D, 10 

[0022] >Wb\ ^iogsawriccoftti^ fctttfc 

TfflV^^lCfl CD-ROMK7-f^tRltttJ: 

«tiiSiirSttftt LtfiCD-ROM^ltTV>^fc^ 
X&Z> 0 

[00231 1213*1 ^jiM^jov^^^flifiasraffi^ 

[0 0 2 4] H 3 <©«ffii: EI 2 T?BIM U/t^^ K*^r 
?7 A (Al, A2 • • • - An) ft I CX7 — KKIMrt 

^u^y^m^^mmn (cpu) i^otsias 

tb5«ffi-Cfe-5. ««« TKj IS*— 3#-K (KEY) 

D-yt-r^^gi (fd) *fctt}t«»f f -f 

s (mod) &mcxAf)£thxy*y (mem) jlk: 
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[0025] scic Ei3 ffflv^ry^ h £^TOW-PHfc; 
^(Co^XKW-t-So +ife»as (CPU) (O 

mvi&mizx y) y ? h ^3lT©^^^■s■^ls«!!a^cfflv^e J ns 
=^y x^gd&^h fctii^^y (mem) ±tc^ 
;o [0026] ta-^ y XA7- ^KciiipjBKc^i- j; 5 

Al, A2- • • An<0nffltf>S#7\H'=''y X^# 

y XA^rfflv^5»-&n<D2»Wj|S'&r/^=f y X^Sr£/$ 
[0 0 2 7] — riffles*®* (7/^yXA) ^ 

S>:n !fflw*g'&ryu=fyXAS:»5^^^-C#S. $ 

»£>*S-&7vu=f y xj* 6„ 

[0 0 2 8] fctx.ff7;^yXAAl £A2 t Sr»^ 
^fctTAl I |.A2tt5Itt"CS5U 3{IUC0T 
/urf y XA^l^(- J: o t /c <!: ilj: A 1 | |A2 | | 
A3 h-r&Z-bhXZ&o *fcl^-<07^yXASrL 
im^;bi£Tfc£;ttfAl I I Al I I Al M • • 

• • M a 1 1 urt> 

[0 0 2 9] wooj; 5lc*HJfi^J-c*iS*r^=^y xa 

50 /u=ry X*£ LTtt»«f*fi"Cfeo-ct»^*S^lcj: 
oXfi¥WHJBt*r/u=ry X^i: ttffl^5Ci:dS-C# 

[0 0 3 0] ^tC, JrflEWftT/U^y X^^>{?ij^O^T 
• Mt5o 0 5 11 |SBSS*r^^yX^^ft:0!IS: 

/tux^So -r*fc>*>, *r^=^yx^-ctt«3a!ib35» 
of-^sict^ hffiB3ft s An#^e>nxfctj*s*xs«t 

^■^ibn^^ti?^ Tkj -efe^o <c*5|^IEIt?liAtH^S: 

<t 5 *«cfil*7 /u=r y XA Hfc ^ ^.tf SU5fi^>r/u=f 
yXi,f-X;W^ Taij t LTS»SttTV^S. 

[0031] H6ii lfe i ¥=a!S*r/u=f y xa© jrffW 
^/tlxv^o C(oryu=^y x-^-cttA*^— ^jc*tu 

iiiEi"CttAtay3S:3 t*^ hm&t \*x^z>&ztiizmb 

/u=f y XAttfct^.fjf89i6<!Or^=f y XJkv 1 — X/Mc 
r A 2 J LTSft£*L-C^* 0 
50 [0 0 3 2] |7lt SNfflir/u^ y Xi*<Z> JrttM*:^ u 
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f A 3 J t LTSftSttrt^S. 

[0033] msn, 5R*sfi*r^=f y XAojrflctw 

(ifct^tfWiS^r/i^^y XAf- X/Mc TA4j <tL 
[0 0 3 4] a±«)J: 5 ft«ft©7;u^y XAd^r/u 

=ry x^^stfiifefgijaa (cpu) (7) ni^&vjij 

1 o 

[0 0 3 5] iE19fiDE S3J*S'&C0— -WSr^b-fct^t? 

WL-C^aSrffSo 8912 8 try h*cD_Lte4 

t'yh^W-^ (Dl) , Tffi4 tfy h£r;&*# 
(D2) 

[0 0 3 6] tit, *¥#-r— * (D2) HA17^ 
£;ft£ 0 £¥#7*-* (Dl) ftJlBPf^b^-^ 

ceo tsNmias^sis^-cpf-s-^x--^ (di + c 
i) t \^xmti£tiz> 0 

[00 3 7]-^ (Dl) Hl7;^ 

y xAoa^f-^ (ci) (omi&ffimtmm?)?*--* 

(i, A 2 7^^ U XA-CM^titlt^T-^ C 2 <!: 

* (D2) £gMt&»a&gti**L"C> HS^ISt*-* (D2 
+ C2) <h LTfcWjStuSo 

[0 0 3 8] **3, [il9<^ffi^-M^icov^Tlili]*i«»S 

yXA) t fA2/D^7Aj (A2WM7;^UX 

a) *Atb#x.fc^'rAS:fflaci-ntf J;v\ 

[00 3 9] HlOtt, ENI GMA|S^-i^^ L 
^f7yV=ryX^A2<^M7/V^yXAA 

7/u^y xaa r ( cnrM^frU £ kjzoTtc 
coy ^ h c^rics-j-:: t*s-e^5 0 
[0040] sacEii 1 £:JEv>t, 7^yx^i lt 

|sfflS!r^=^y XA (Al) ^?i7;^!iXA (A 
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2 ) ^LtE N I GMAM^M^tT 9 i^Co 

[0041] *-*\ «iE«jXS!*-r y^c** lt««« 

try h^-^fc^LTtttfjSr^WE'y h*c(5ffii-S^S: 
«KLfcffi«"?fc5 0 HEI^ttffil try h-*SS7 If y 
K »2 fcTy M»3^ K »3 tfy h-»SS2 If y 
K $4^-; h^5t*y K 5 try h->^l try 
K IS 6 tfy tTy K »7 tTy h-*!£6 tfy 

/0 K SB 8 tfy h->JB4tTy nc»s*nfcB«« ^KJ 

[0 0 4 2] CsL-C, y7h^7r^ WXt*— 

ttt r 0 f h j , i-*^)*> rooooiiiu 

«l«9JbSE»^-r y^JCj:"9mi tfy hCD T0j Iig7t' 
yK « 2 tf y hCO TOJ Wffi3 tTy h — . I3t'-; 

h&o r 0 j iifft2 ey h—, try h(D roj fsms 

tfy h^, f$5 tTy h<£> I" 1 j l tfy S$6 tf 

y hGO r 1 j (i^8 tTy mi tfy H CO T 1 j hfcfg 

20 6 tTy , tfy b<D t 1 J ttB4 tfy h^tb-t* 

tLte^^tt^o 7^yx^Aiic«t5«* 

TlOOlOlOlJ -T&^*> T9 5 hj 
[0 0 4 3] JJtet^T^^y XAA 1 tCctoT — acBt-§-(t: 

zntz'r—? rgshj fr^^mr^^v Xjua2*cj; 
otiW^bt^o ::^if, A*?*-* (95 

h) m4t's/h^»7-^, T{£4tfyhG0 
<5l^T3E»£?T P 0 rote*, -fclfc^fctti^T*-*** 

jo rooioooooj r 2 0 hj £&5 0 

[004 4] El 3 tCTjx-r «t 0 ^JiCOil^^ 

ft MO, CD-ROM, y*n y tf— ^ 4 *2¥f<OWfc\C 

y^-7x-^ (i/o) ^ii^Tiljf[H]^^/S*b-c 

(DtylXtt: TA1 I I A 2 J iV^^-K^MO, CD- 
40 ROM, y tf— f*4X?1$<Dg£mziS-%-iky7 bV 

[0045] /^jo s ^<oasyfi#3— KteitftEifc-JHfcy 

7h^7t tt»iJ<75iB«ajK , Ac t x. tf«IS J; 5 P IS 

[0046] *>iEns-§-{ir.y y b v^r tm$m%r^— k 

50 3— Kcoif WJcS-^v^Tta-S-T/u^y XASrSRttiB 
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[0 0 4 7] z.<nm^n<nMcftM&7Fl,tzi><Dl)m i 
4ty*-?&8 fcV hfo (2 Oh) A£l£tiZ>b, ^<o 

^m%\\^f-^ (9 5h).f±, ^cftiiT/^yx 

0 0 0 1 1 1 1 J -tt£fr^ 1"0 FhJ *S»btbSo 

[0 0 4 8] irc^-c, r^=fy x^cote^w* (iu 

1 10ffi|"CliAl | I A 2) fKj 

t tt«*K:*t Lt $ <b IC 2 Jg*±«9S*7Vu=r y X* Srja 
[0 04 9] rtb&gttffiofca--- f-liffl»IB(:j:o 

[0 0 5 0] Ifc^oT, a.— 

[0 0 5 1] 

gcoffiV^^TVi^.y XA-Cfe-sTfcJIsa^^to-fr-CBff-i- 
Art" 3 - t K J: <9 j»«f <OH«H44ri«at! 5 - £ 3&S"C# £<> 
:cd:^i fct^tffl^os^ryu^yxAjiSStc 



7(9 



20 



JO 



|ffi-SO^tt^&»^^B#M^Btite9 . *H_h«? 

y^ 7 h i?^rco^— v? g >-r y^cto-cs bier 
,u =r y x a coifr b v ^a-a-tfc V7F[)xr^ Bt $ 

[BfficDf»W,rtftW] 
[Hi] *»MOiS3ffi|g| 

[El 2] HaSwJBffico/N- K^^roo^m 

[12 3] Illft^ffiO^^^lll^ffliffiXn y^BI 

[El 4] mm<DMmMT^dr\j Xi*x — ^Sr^-t-K 

[is] fciiMr A-^y XA^^flswisr^-riftMia 
[ i] 6 ] ft^sr y x a go ji z^-rwiw m 

[07] #mT/u=nj XA^JrflsWSr^rKWia 

[is] tiir ^ y XAo*»w*^ttt^ m 

[HI 9 ] D E SStt^fflOAffWSr^i-RMia 
[Hi 0] EN I GMAJIS^<OJrftfWS:^-J-R^ll 
[Hill] lsil7yv^yX^ (Al) i^!7^ 
^!IXA (A 2) SrjB^UENIGMAift^M^ 

[ii2] mi i (D^^mx^-^it^titz^ity 

[Hi 3] *JfiO»«©^-K*^r««S:^-rKW 

H 

[«#<0ttH] 



CPU 
KEY 
F D • 

I CR 
MEM 
MOD 
MO • 

I/F 



ya y t-r^^^gt 

• y^— * 




[Hi.] 



[12 7] 
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IB2] 



CPU 



MO 



BUS 



|V7K3X7| 



(TClR 





— > 


>/F 





[HU] 

&mfpj <d r ji> * u x a r- - r^u* n w S9 













r* 


A 1 


A2 


• • • An 


<& 


A 1 


All 


A12 


A in 


a 

r 


A 2 


A 21 


A 22 


A2ti 


a* 

3* 

9 
X 












An 


Ant 


An2 


A an 



77'f/l'. 



[i3] 



A 2 -pr. 






. BRIBS3-F 







77^ 
A 1 70*7A 



A 2 imi -Qr^ 



A n fltfw -g* 






K_ 1 

iiiflBS 


I 
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(8) 



'WmW-S - 2 8 6 9 0 4 



[B5] 

Al 







b2 


bS 


b4 


bS bfi 


b7 




1 1 . 










. 1 






M 


b2 


b3 


bi 


bS be 


b? 


b8 - 



IM6] 
/A2 



(7FWia*R> 



001 


0 1 0 


010 


1 1 0 


OIL 


0 o t 


1Q0 


1 0 0 


101 


1 0 1 


no 


1 1 1 


111 


0 I 1 



ma 



[H18] 





bl bZ 


b5 b4 b5 bfl bl b8 










.11 .11 „ 


bl" b2 


b3 b4 b9 b6 b7 bB 





A4 



[19] 



V 7 h » * T A* 



T 




(WftV7 h * T AA) 
K 1 



A 1 ^d/5A 



CI 



K 2 



C2 



01-rC1 ; D2+C2 

j 



«K 



(9) 



<&M¥-8 - 2 8 6 9 0 4 



[El 1 0] 



EN I GMAtt-fr®A#fl«;o*-ftftViH 



i 



_j 



V7 h^*TS-^Hi^J 









i 



[ia i 2] 



0 


0 


I 


0 


0 


0 


0 


0 







0 


0 


0 0 


\ 0 


1 0 


0 


0 


0 1 


0 0 


0 1 


Q 


0 


1 0 


1 0 


0 1 


0 


0 


1 1 


I I 


a i 


0 


1 


0 0 


0 0 


1 0 


0 


1 


0 1 


0 1 


I 1 


0 


i 


1 0 


G 1 


0 1 


0 


1 


1 1 


1 1 


t 1 


1 


0 


o a 


0 0 


1 1 


i 


0 


0 1 


1 0 


0 0 


1 


0 


1 0 


1 1 


1 0 


I 


0 


1 1 


0 0 


0 0 


t 


1 


0 0 


0 I 


I Q 


1 


I 


0 1 


1 i 


0 0 


1 


i 


1 0 


0 1 


0 0 


I 


1 


L 1 
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[ABSTRACT] 

[Problem] To prevent the illegal decryption of encrypted software by simple 

technique. ^ 

[SoMng Means] Not less than two encryption basic algorithms are used to encrypt a Q 

software. Decoding algorithms corresponding to the not less than two encryption 

basic algorithms are prepared, respectively, for a software decoding processing. In a CD 

software encryption processing, encrypted combination information on encryption 

basic algorithms as well as an encrypted software are transferred to a software 

decoding processing. In the software decoding processing, inverse algorithms held 

by the unit are selected based on the basic algorithm combination information, and the 

CD 

encrypted software is decoded using the selected algorithms. </> 



Q 

[Claim 1]A software encryption and decoding method comprising: 

c 

a software encryption step of encrypting a software using a combination of not £ 



C 
( 

c 

X > 



less than two encryption basic algorithms; and 

( :) 

a software decoding step of inputting the encrypted software, and decoding q> 
the software based on decoding algorithms corresponding to the not less than two 
encryption basic algorithms used for encryption, wherein 

in a software encryption processing, the encrypted software is generated, and 
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the encrypted software and combination information on the not less than two basic 
algorithms is transferred to a software decoding processing, and 

in the software decoding processing, decoding algorithms held by a software 
decoding device are selected based on the combination information on the basic 
5 algorithms, and the encrypted software is thereby decoded. 

[0012] 

[MODE FOR CARRYING OUT THE INVENTION] 

The embodiment of the present invention will be explained hereinafter with 

1 0 reference to the drawings. As shown in Fig. 1 , the present invention adopts not less 
than two encryption basic algorithms to encrypt a software. Decoding algorithms 
corresponding to the encryption basic algorithms are prepared for a software decoding 
processing (software encryption device). The software encryption device transfers 
combination information on encrypted basic algorithms as well as an encrypted 

1 5 software to the software decoding unit (software decoding device). 

[001 3] The software decoding unit selects decoding algorithms held by the unit itself 
based on the basic algorithm combination information, and decodes the encrypted 
software. 

[0014] By doing so, if a software is input to the encryption device, the software is 
20 encrypted based on an arbitrary basic algorithm combination (e.g., algorithms A1 and 
A3). The software thus encrypted arrives at a user through a CD-ROM or a 
communication line. The user decodes this encrypted software by the decoding 
device that the user owns. During decoding, the user decodes the encrypted 
software based on encryption combination information (e.g., A1 1 | A3) employed in the 
25 encryption device. This combination information may arrive at the user by the same 
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medium as that for the encrypted software or may be conveyed to the user by a 
different medium or as key information "K", not shown. 
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